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The Top Ten List

The fallowing is a short summary of the most significant wab applicaton securty vulnarabilibes. Each of these is described in
maone detail in the following sections
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Top Vulnerabilities in Web Applications

Irfarmation from web requasts is not validated before baing used by a web
application. Altadoers can use thesa flaws to allack backend compaonants
thraugh a web application.

Restictions on what authenbcatad users are allowed 1o do are not property
enforcad . Attackers can exploit thesa flaws 1o access other users’ accounts, view
sansitve files, or use unauthorizad functions.

Acoount credentals and session fokens are not proparly protected. Altackers
that can compromise passwaords, keys, session cookias, ar olher fokens can
deteat authentication restnctons and assume other usars’ dantbies.

The wab application can be usad as a mechanism to transport an attack 1o an
and user's browsar. A successiul atack can disclose the end user's session
token, attack the local machine, or spoof content to foal the user.

Web applicaton companents in some lanquages thal do nol propedy validate
input can be crashed and, in some cases, used to take contral of a process.
These companents can include CGl, librares, divers, and web application
sarvar mmponants.

Web applicatons pass paamaters whan they access axtemal systems artha
local operating system. If an attacker can embed malicous commands in these
parameters, the exdemal system may execute those commands on behalf of the
wab application.

Error conditions that occur during normmal operation ane not handied properdy. If
an altadkar can causa emors to accur that the wab application doas nat handia,
thay can gain detaded systern information, deny service, cause sacurity
mechamems 2 fail, or crash the server,

‘Web applicatons frequently use cryptographic functions to protect information
and credentials. These functions and the code b integrate them have proven
difficult to code property, frequently resuling in weak protection.

Abdackars can consume wab application resources o a paint wharne other
legitmate usars can no longar access of usa the application. Atlckers can also
lock usars out of their accounts or even cause the entie application fo fail.

Having a strong server configuration standand is crtical to a secune web
applicaton. Thesa servers have many configuration options that affed security
and ara not sacura out of the box.
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lnte, [‘al Our Application Assessment methodology includes within it the OWASP Top 10 and we
develop remediation plans to address each of the OWASP Top Ten most Critical Web
Application Vulnerabilities. Integral is also very active in the local OWASP user group.
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